Problem-driven teaching method is a kind of teaching method, which takes the problem as the traction, combs the knowledge points in the course and establishes the problem chain by the teachers, so that the students always focus on the problems in the learning process and constantly seek solutions. In this paper, the problem-driven teaching method is applied to the computer network course, and the classroom organization process of the problem-driven teaching is explained in detail with the example of the course of "Identification Protocol". Practice has proved that problem-driven teaching method can stimulate students & apos; interest in learning, and cultivate students & apos; ability of independent learning and innovation.
Design Principles of Problems
Question-driven teaching should follow the following two principles in the design of problems in the teaching process [9] :
(1) Problem design should be based on students & apos; experience and knowledge. The difficulty of the problem should be appropriate. Under the guidance of teachers, students can think and solve problems independently and independently.
The design of classroom problems is based on the principle of stimulating students & apos; interest in inquiry, which can stimulate students & apos; interest in learning and make them have strong desire for exploration and knowledge. Taking the computer network course I teach as an example, in the process of teaching, I often contact the knowledge of network application in life, put forward the problems related to knowledge points at the appropriate time, and guide them according to the students & apos; existing knowledge, which can stimulate students & apos; interest, study and solve problems, and then produce a strong sense of achievement and pride. This kind of feeling will further stimulate students to rediscover, explore and create.
(2) The design and solution of classroom problems should be gradual. As far as possible, the questions raised in class should not be in place at one step. They should be progressive and hierarchical. Teachers should conform to students & apos; thinking habits when designing problems, design a series of logical problems from shallow to deep according to students & apos; specific conditions, and pay attention to the rational arrangement of the order of the problems, especially the key and difficult points of the content. Through careful design, they should lay down the problems in turn, lead the students to "pick up the steps" and actively acquire knowledge. For example, in the section "Reliable Transport Protocol", the instructor can ask, "How can data be transmitted over a completely reliable channel?" Then, it puts forward "If there is a bit error channel, how should the data be transmitted reliably?" Finally, the paper proposes "how can data be transmitted reliably in a packet loss channel with bit errors?" As the problem progresses from layer to layer, a reliable and error-free data transmission protocol is finally obtained.
Implementation steps of problem-driven Teaching
In the process of implementing the problem-driven teaching method, it can be divided into the following steps: creating situations and putting forward problems; analyzing, exploring and solving problems; and summing up results, summarizing and reflecting.
In practical teaching, we can organize problem-driven teaching according to the above steps. The first step is to create a situation, to create a real application environment for specific teaching content, and to stimulate students & apos; interest. The second link is to guide the students to solve problems. This link can adopt the way of students & apos; independent thinking or discussion with each other.
In this link, we should highlight the main position of the students, help them realize self-motivation and self-monitoring, make the classroom teaching process based on multilateral interaction, and then make the classroom teaching form a climax, but also help teachers understand the students & apos; learning situation and personal characteristics. The third step is to sum up the problems that have been solved by teachers or trainees and put forward new problems.
Examples of problem-driven teaching method
"Computer network" is a computer course with strong theoretical and practical nature. The object of study is the basic principle and technology of computer network, which has many knowledge points, wide range of knowledge, very abstract network protocol, and no necessary connection between knowledge points. Therefore, it is difficult for students to master network knowledge. For example, there is a parallel relationship among the protocols in the network course. Before beginners establish the concept of network system, the network protocols are like a mess and disorder. One protocol has not yet been understood thoroughly, and they have to start learning the new protocol in the next chapter. Students often feel that the chapters have nothing to do with each other and are confused naturally. The implementation of traditional curriculum is based on the teachers & apos; pre-designed teaching plan, which mainly adopts the traditional teaching mode of passive and mechanical acceptance of knowledge. If there are few opportunities for communication between teachers and students according to this model, students will feel that the course is dull, naturally their interest in learning will be low, and the learning effect is not ideal. If we can use appropriate questions to guide the content of each course, through careful design of questions and problem-oriented, so that students can be placed in the dynamic learning process of thinking and solving problems, students will have strong interest and strong desire to answer, firmly attract their attention, give full play to their subjective initiative in learning, and thus optimize. Classroom teaching can improve teaching quality and achieve teaching effect.
We have successfully applied problem-driven teaching in the section of "authentication protocol" in the course of "Computer Network". The following elaborates the specific implementation ideas and process.
The first step: setting up the situation This lesson is based on an exercise called "Joint Warrior" of the US Army. The Navy Command System was successfully invaded by an Air Force Captain and gained control of the fleet. The topic is that the identification of the Air Force Captain by the system server has some problems: how to design the authentication protocol?
Context Design: "In today & apos; s ubiquitous computer network, QQ, Wechat system, campus network will be logged in every day. How can the server identify the client & apos; s login? Please design a one-way authentication protocol for campus network login. Design three roles: client Alice confirms his identity to server Bob through the network. Sam is an intruder. This situation is introduced by the familiar military cases and the situations encountered in real life. Setting up problems can effectively arouse the students & apos; inquiry psychology and ignite the spark of their thinking, thus forming the problem consciousness and stimulating the students & apos; potential and interest in solving problems.
The second step is to solve the problem.
In the process of protocol design, a series of "problem chains" are used as the links of the whole course. The design of the problem is progressive and gradual, until the final solution is reached. After discussion, it is concluded that because there is no authentication mechanism and security measures, it is easy to be eavesdropped by Sam, thus posing as Alice. Teachers ask questions: Has this problem ever been encountered in computer networks? After discussing with the trainees, it is concluded that this problem has similarities and differences with TCP three-handshake protocol and can be solved by the same strategy.
Finally, we conclude that this protocol can be successfully designed by using shared symmetric key Ka-b and non-multiplicity R.
Protocol 3.0, as shown in Figure 1 How to design an authentication protocol for campus network login? Teacher asked: What is the key to designing this agreement? Discussions and Answers: Choose the appropriate symmetric key and use protocol 3.0 Tip: After the client registers, the server will save the username and password in the database. After discussion, the participants came to the conclusion that the password could be chosen as the shared symmetric key. The protocol design is shown in Figure 2 . 
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In this link, the problem set up is like a ladder from low to high, from easy to difficult, progressively, guiding the students to deepen their thinking step by step, gradually designing protocol 1.0 to protocol 3.0, guiding the students to find problems, explore problems and solve problems in the design process, so as to build a knowledge framework independently, and finally solve the problems raised at the beginning of the classroom.
The third part: summarizing and evaluating, and putting forward new problems Summary and evaluation: Lead students to think about "Why can one-way authentication protocols be designed with shared symmetric keys and multiplicities?" "One-way authentication protocol can make use of the shared symmetric key only if the client proves its identity to the server side, while the server side does not need to prove its identity to the client side, that is, based on the absolute trust of the client to the server side, so the client can send its shared key to the server side." Question asked: "For two-way authentication protocols, such as two military radio communications, can the design of authentication protocols continue to use shared symmetric keys and multiplicities? What problems would it bring? If you can & apos; t share a symmetric key, which way can you use it?
Through the guidance of a series of problems of teachers and the discussion and exploration of the trainees, we can finally master the design method of the protocol and how to find and deal with the loopholes in the protocol design. Finally, we can design a reliable authentication protocol by ourselves.
Concluding remarks
Problem-driven teaching method, through the rational setting of heuristic, exploratory and warm-up questions, stimulates students & apos; enthusiasm for learning, and strengthens teacher-student interaction through classroom discussion, questioning, group building and other forms. Before using the problem-driven teaching method, students often feel abstract and difficult to understand the content of complex network protocols when learning computer network knowledge, which leads to students & apos; unwillingness to do in-depth study and thinking. After using the problem-driven teaching method in the teaching problems of various protocols and services in the network, the learners can quickly grasp the contents of learning, and can integrate them, so that they can really know what they are and why they are. And the students unconsciously develop the habit of thinking, and cultivate innovative thinking.
